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INTRODUCTION
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Puzzle

• Why isn’t crime more patterned?

• Legitimate activity is far more patterned 
than crime.*

* This is, of course a testable proposition.  Someone 
should test this.  I am betting that if tested, it the results 
will be consistent with this statement.

Introduction

Presenter
Presentation Notes
Lets start with a perverse question?
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Answer—Adaptation

• Actions alter opportunity structures

• Positive actions reinforce opportunity 
structures -- making these actions increasingly 
regular

• Negative actions provoke revisions to 
opportunity structures -- undercutting 
regularities in actions

Introduction

Presenter
Presentation Notes
Crime is less concentrated – less patterned – than legitimate behavior because it provokes reactions that limit crime.
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Foundations

• Environmental Criminology & Crime Science
– Rational Choice Perspective
– Routine Activity Theory (expanded)
– Crime Pattern Theory
– Situational Crime Prevention
– Problem-oriented Policing

• With ideas from...
– Information Theory
– Computer Science
– Dynamical Systems
– Evolutionary Theory

Introduction
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Overview of Theory

• Layer I – Differential Adaptive Response  
Conjecture (DARC) describes how Everyday 
Crime Prevention (ECP) and offending create 
crime patterns.  This is the Devil’s Computer.

• Layer II – Pattern Analysis Response 
Conjecture (PARC) describes how Formal 
Crime Prevention (FCP) tries to crash the Devil’s 
Computer.  

• Conflicts between and within layers produce 
all observed crime patterns.

Introduction
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Any operation, not necessarily numerical, that transforms, modifies, re-
arranges or orders physical markers in a medium. The physical markers 
maybe objects or events in their own right as in the computations carried 
out by the human cell or they may be symbols and descriptions of events as 
in data processing by a man-made computer. Principia Cybernetica Web
http://pespmc1.vub.ac.be/ASC/COMPUTING.html

... (A)ll processes, whether they are produced by human effort or occur 
spontaneously in nature, can be viewed as computations. Stephen Wolfram (2002) 
A New Kind of Science Champaign, IL Wolfram Media.  Page 715

The actual process of computing can be defined in terms of a very small 
number of primitive operations, with recursion and/or iteration comprising 
the most fundamental pieces of a computing device. Gary William Flake (1998) The 
Computational Beauty of Nature Cambridge, MA:  MIT Press. Page 9

Computation, Computing & Computers
are not just about machines

An aside

Introduction

Presenter
Presentation Notes
Computation is not restricted to manmade computers, but is involved in many natural processes.


http://pespmc1.vub.ac.be/ASC/COMPUTING.html


J. Eck   October 23, 2008 8

SCOPE
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Patterns to Explain
PATTERNS EXPLAINED
• Repeat places
• Risky facilities
• Repeat offenders
• Repeat victims
• Virtual & Near repeats
• Hot products
• Durable hotspots
• High crime neighborhoods
• Absence of patterns
• Others – e.g. hot network nodes

PROCESSES USED
• Desistance
• Deterrence
• Persistence
• Displacement (all types)
• Diffusion of Benefits
• Retaliation & Threats
• Anticipatory Benefits
• Others

Scope

Presenter
Presentation Notes
This theory is ambitious.  It should make sense of all these patterns.  In fact, the list on the left can be considered the joint product of the items listed on the right.
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The Theory Applies to Patterns in all...

Dimensions
• 1 temporal
• 3 spatial
• N victims
• M offenders
• O others

Scales
• Tiny – Large
• Individual
• Small group
• Large group

Substrates*
• Streets
• Transport systems
• Computer nets
• Friendship nets
• Franchise systems
• Other

* A common substrate for all agents may 
be a necessary condition for this theory.

Scope

Presenter
Presentation Notes
Another way of showing the scope of the theory is to look at the general characteristics it covers.

Dimensions describe the characteristics measured – age of victims, for example.
Scales describe the levels – from micro to macro.
Substrates are the networks in which the agents interact.  If the agents cannot interact – do not behave on a common substrate – then the theory has nothing to say about the outcomes of their actions.  Streets are a common substrate, but there are others.

I suspect the idea of Substrates is absolutely necessary to put some reasonable bounds on this theory – it cannot be used to explain all non-random distributions of data involving crime.  Only those occurring on a substrate. Whether distinguishing substrates from other parts of the backcloth is useful is less clear.  My hunch is that it is, but that remains to be seen.  Some type of network structure seems to be required, however.
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Consider the Extremes
• Crime is perfectly predictable – all crimes are exact duplicates of 

previous crimes, everything repeats.
– If you know about one crime you know about them all.
– Each crime contains 0 information.

• Crime is perfectly random – there are no repeats of anything 
(offenders, places, products, victims). 
– Regardless of what you know about any number of crimes, you cannot 

say anything about other crimes.
– Each crime contains maximum information

• Real crime patterns fall between these extremes.
– Knowledge about some crimes helps understand others, but 

imperfectly.
– Each crime contains some information

Perfectly patterned Perfectly randomWe are here

Scope

Presenter
Presentation Notes
Here are the extremes we could observe – crystalline fixed patterns that are invariant and fully predictable, or random events that are totally unpredictable.
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THE DEVIL’S COMPUTER
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Current Explanations for Crime Patterns*

• Many Offenders (crime attractors) – but some 
patterns require only a few offenders

• Many Targets (crime generators) – even when 
targets controlled for concentrations often are found

• Big Streets (pattern theory) – concentrations vary 
along arterials

• Few Controls (crime enablers) – numerous places 
have few controls, but have few crimes

*Derived from Routine Activity Theory, Crime Pattern Theory, and allied perspectives.  

The Devil’s Computer

Presenter
Presentation Notes
	Here are the four basic building block ideas that others have put forward as descriptions of crime patterns.  The many offenders hypothesis (what the Brantinghams call “crime attractors”) claims that some crime concentrations arise because there are many bad people.  Much of traditional criminology takes this hypothesis for granted.  There is no denying that offenders have some role in crime, but it does not take many offenders to create a crime pattern, and it is far from clear that there is anything that is singular about offenders.  There is very little that seems to distinguish offenders from non-offenders as many seemingly non-offenders turn out to be offenders, and offenders themselves spend most of their time not offending.
	The many targets thesis (what the Brantingham’s call crime generators) claims that crime concentrations are created by lots of things or people whom offenders like to attack.  For environmental criminologists, this is a highly attractive thesis.  And clearly targets too must play a role.  But even when we control for targets we find crime concentrations.
	The Brantinghams have also suggested that transportation routes, particularly street patterns, structure crime patterns.  But this valuable insight does not tell us why crime might vary along a street, within some places, to some people, or to some products.
	Finally, many have posited that the lack of controls (Ron Clarke and I call this crime enabling) creates crime.  This has a long tradition in criminology and is one of the basic tenants of control theories and social disorganization theories – two areas where traditional criminologists seem to have had real insights.  But by itself, this plausible hypothesis too seems inadequate.
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DARC – The Differential Adaptive 
Response Conjecture

• A theory of how agents* change behaviors
• Agents choose actions based on environments 

and past experiences
• Consequences of actions update experience
• This feedback results in adaptation
• Adaptations vary across agents
• The combination of feedback and differences 

give rise to crime patterns

* Offenders, targets, guardians, handlers, managers, but not police etc.

The Devil’s Computer

Presenter
Presentation Notes
These explanations provide useful starting places, but are individually incomplete.  DARC draws on aspects of Complexity Theory and theories of computation to create a very abstract framework for understanding all problems.  The basic idea is that all people involved in crime – agents – adjust their behaviors to each other based on their experiences.  These adjustments vary and crime patterns are the result of the interaction on differentially adjusting agents.  Since outcomes of these interactions are used as inputs to adjustments which set up further interactions, the process feeds back information.  

Amir Ghaseminejad suggested I also consider the possibility of “feed forward” processes.  This might be accomplished using some of the ideas from John Holland and his collaborators. Each agent would have a model of the world such that this model processes experiences and current conditions and anticipates possible results.
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Basic Single Agent Behavior

Environment 
j t

Experiences 
i t-1

Agent i
Action k t

Event 
v i k t+1 j

Agent i in a specific environment, j, brings with him his experiences with other 
similar environments from previous periods.  The agent chooses a set of actions, k, 
based on the environment and experiences.  These action produce events, v, which 
alter the environment and update the agent’s experiences.  Time is relative to agent:  
t is the present, t+1 is the future, and t-1 is the past.  

Agent – i
Action set – k
Time – t
Environment – j
Event type – v

The Devil’s Computer

Presenter
Presentation Notes
The stripped down core process looks like this.  Other features can be added.  The two feed back arrows indicate the basic feedback structure. 
Note that time t indicates present, and other times are relative to this moment.
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Multiple Agents Interacting
Environment 

j t
Event v i k t+1 j

Experiences 
1 t-1

Agent 1
Action k t

Results of 
Actions 1 k t+1

…

Experiences 
2 t-1

Agent 2
Action k t

Results of 
Actions 2 k t+1

Experiences 
n t-1

Agent n
Action k t

Results of 
Actions n k t+1

c) the indirect joint consequences of environmental changes. In this way, the behavior of each agent influences the behaviors of other 
agents in her environment.  There is no assumption of cooperation or coordination. (Results are private and Events are public.)

Multiple agents interact in the same environment 
creating an event that can alter the environment, as well 
as change agents’ experiences. Each agent’s experiences 
are updated by a) the direct results of their actions, b) 
the joint consequences of their results, the event, and

a
b

The Devil’s Computer

c

Presenter
Presentation Notes
Multiple agents interact in the same environment, but bring different experiences.  However, while the outside observe sees a single environment which includes the presence of all agents, each agent perceives a slightly different environment outside of him/herself.  The interaction of the agents and their environment create an event which can directly alter the environment they all inhabit, as well as alter each agent’s experiences.  So each agent’s experiences are updated by a) the direct results of their actions, b) the joint consequences of their results, the event, and c) the indirect joint consequences of environmental alterations.  This means that at the next opportunity to act, each agent will take these new pieces of information into account.  It is assumed that each agent has different perceptual filters that allow different interpretations of results, events, and environments, and the updating of information occurs at different speeds.  In this way, the feedback for each agent influences the behaviors of other agents in his/her environment.
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How Agent Differences Matter

Agents Differ in
• Capability – skill and power
• Resources – ability to incur costs of changes
• Perceptions – understanding of situations
• Interests – objectives, desires and motivation
• Routines – spatial and temporal

Leading to Adaptation Differences
• Form – type of change implemented
• Speed – how rapidly change implemented
• Magnitude – scale of change

Resulting in Differences in Effectiveness
• Protection against crime
• Success at committing crime
• Success at other goals (unrelated to crime or prevention)

The Devil’s Computer

Presenter
Presentation Notes
There are at least 3 different differences.
The differences arise from at least 5 characteristics of agents.
And they create both prevention of crime and crime success, as well as success with other activities
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Patterns Emerge When
• Opposing adaptations are asymmetric
• Offenders' changes result in 

– Adaptation to opportunity structure or 
– Create new opportunity structures

• Controllers either 
– Fail to adapt
– Or adaptations are slow, misdirected, or inadequate relative to 

offenders’ adaptations

• And vice versa 
– Controllers adapt quickly and appropriately
– While offenders fail to adapt or are slow, misdirected or inadequate

• Asymmetry varies over substrate 

The Devil’s Computer

Presenter
Presentation Notes
In short, the asymmetry is what is driving this. When the asymmetry favors controllers we get cold and tepid spots etc.  When it favors offenders we get hot spots etc.  Note that the theory explains the cold and luke warm spots, too.  A theory of crime patterns must explain both the concentration and the absence of such.
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Layer I – DARC and the Devil’s Computer
• DARC describes the how ECP and offenders coproduce the Devil’s Computer.

• The computation of patterns results from interactions of agents.

• Agents are offenders, potential victims, place manager, guardians, and other.

• Non-offender agents engage in Everyday Crime Prevention (ECP).

• ECP include actions agents take to  protect themselves or others against 
offenders.

• ECP includes actions whose primary function may not be crime prevention.

• ECP does not include Formal Crime Prevention.

The Devil’s Computer

Presenter
Presentation Notes
Summary of theory so far.   It is incomplete because it does not address formal crime prevention.
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CRASHING THE DEVIL’S 
COMPUTER
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Layer II – PARC Crashes the Devil’s Computer

• Formal Crime Prevention (FCP) involves police and other 
organized attempts to reduce the number of crime events.

• Examples -- police crackdowns, property marking 
campaigns, street redesign, produce modification, legal 
changes, publicity campaigns, regulation of property 
owners, etc.

• The Pattern Analysis Response Conjecture (PARC) 
describes how FCP attacks the Devil’s Computer by using 
its output as information.

• PARC operates above the macro-level.
• All crime prevention theory and research is within PARC.

Crashing the Devil’s Computer

Presenter
Presentation Notes
Examples include property marking campaigns, street reconfigurations, product modification, publicity campaigns, legal changes, and so on.
FCP operates in three ways. 1) to stimulate ECP, 2) to modify environments, institutions, and other macro elements to increase offenders’ risks and efforts, or reduce their rewards, excuses or provocations, 3) to stimulate other forms of FCP.
The first is direct enhancement of ECP, the second and third indirectly enhances ECP
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PARC – The Pattern Analysis 
Response Conjecture

• Patterns are detected and subjected to a degree 
of analysis--from none to just short of complete.

• Responses to pattern are based on analysis 
filtered through experiences.

• Responses can change environment or influence 
sets of agents.

• FCP is optional and parasitical on the Devil’s 
Computer.

Crashing the Devil’s Computer
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PARC v DARC: The Full Theory

Agent 1

Agent 2

Agent n

...

Event v

Environment j

Experience 1

Experience 2

Experience n

Detectors 
& AnalysisResponse

Theories and
Experiences with 
Environments, 
Patterns, & 
Responses 

Pattern p

D
ev

il’s
 C

om
pu

te
r*

Fo
rm

al
 P

re
ve

nt
io

n

* Devil’s Computer simplified for presentation clarity.

Micro process Macro process

PARC

DARC

Crashing the Devil’s Computer

Evaluation

Presenter
Presentation Notes
PARC preys on DARC.  DARC creates patters that PARC detects and analyzes.  Detection is simply noting the existence of a pattern.  Analysis looks at micro information that is behind the pattern (offender, victim, place, etc characteristics) using a theory of crime pattern formation as well as past experiences.  From these, responses to the pattern are developed.  The responses can impact individual agents or their environments.  This alters the Devil’s Computer, so DARC outputs a new pattern.  PARC evaluates the response by incorporating event information and pattern comparison. This updates experiences.
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INFORMATION & 
LIMITS TO PREVENTION
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Devil’s Computer v 
Formal Crime Prevention

The Devil’s Computer inputs information from events 
and outputs patterns.

Crime Prevention inputs information from patterns 
and outputs random events.

Pattern Information Event Information

Devil’s Computer

Formal C.P.

When FCP is 100% 
effective, most 

information is stored 
in events.

When D.C. is 100% 
effective, most 

information is stored 
in patterns.

DARC

PARC

Information & Limits to Prevention

Presenter
Presentation Notes
Observed from this level we can see another feedback arrangement.  There is no reason to believe that this comes to rest at some equilibrium.  And, it is quite likely that any possible equilibrium is unstable.

An implication of this approach is that its worth distinguishing between everyday routine crime prevention (e.g., my locking my car) which applies to the first level theory (DARC) and programmatic crime prevention (e.g., a publicity campaign to increase the number of people who lock their cars) that happens at this second level.  We have lots of evaluations of the later, but know relatively little about the dynamics of the former (mostly cross sectional info about frequency of use, but not how people change everyday prevention when they perceive changes in crime threats.
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Crime Patterns and Crime Volume

Events randomly 
distributed

Events perfectly 
patterned

Crime Volume

Information & Limits to Prevention

Theoretical limit 
to FCP

Theoretical lim
it

to D
evil’s C

om
puter

Crimes easily duplicated
– information costs trivial
– event information low

Crimes hard to duplicate
– information costs high
– event information high

M
axim

um
 random

ness
due to organization of society

X

Presenter
Presentation Notes
Patterning and crime volume go together.  From the perspective of offending, high patterns indicate offenders have found a good thing, so volume should be high.  When crime is random, offenders have to learn each new event separately from any other event.  So crime is more difficult and volume is lower.

The theoretical maximum of prevention comes when there is least patterning.  This limit is created by human and technological limits on detecting and reacting to weak patterns (they may may contain information but the information is below our capability to extract and act upon. There still will be crime, but it is infrequent and very hard to predict.  

It will not be perfectly random because any society will have some patterning, or it could not be a society.  As this patterning structures routines in legitimate activity, it will also structure some parts of illegitimate behavior.  So crime can never be perfectly random.  The importance of this limit to randomness depends where it crosses the limit to Formal Crime Prevention.  As depicted, it crosses well to the right of the point where the curve crosses the FCP curve, is its irrelevant.  If it crosses to the left of this point, it further constrains FCP.

There is a theoretical limit to the Devil’s computer, too.  Non-offending agents will push back on offenders, thus requiring offenders to impose some uncertainty in their actions.  So events will never become perfectly patterned.  And this creates and upper bound on the volume of crime events
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Information & Prevention Potential

• Information Theory – information is equivalent 
to degree of surprise from a message.

• Event information is equivalent to surprise 
from next event 
– highly predictable events have no information
– unpredictable events have high information

• Prevention potential is the inverse of event 
information

An aside on

Information & Limits to Prevention

Presenter
Presentation Notes
These ideas come from Information Theory.  Claude Shannon proposed that a signal contains information to the extent that it communicates something new.  If the next signal is 100% predictable from previous signals, it contains no information.
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Consequences of Computation

Events randomly 
distributed

Events perfectly 
patterned

Information 
content of 

each event
Information 

content of 
pattern

Information

Information & Limits to Prevention

Prevention at 
minimum —
potential at 
maximum

Prevention at 
maximum —
potential at 
minimum

Presenter
Presentation Notes
We see two types of information.  Event information is of the type detectives traditionally worry about.  Pattern information is the information crime analysts worry about.

Event information is at its maximum when events are randomly distributed because each new event is a surprise.  Event information is at its minimum when events are highly patterned because there each new event is like previous events – total information is a function of the number of patterns (p):  probability of the next event falling into a pattern is Wi * 1/Pi, were i is the ith pattern, and W is a weight proportion to pattern size (e.g. number of events in i relative to total events).

Pattern information is at its maximum when events are highly predictable – form clear patterns. When events are fully patterned, there are Pmax patterns.  Pattern information content is proportional to the total distinct patterns present.  When events randomly distributed, there is one large pattern, so pattern information is at its minimum.  
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Temporal Fluctuations

1.  First reason crime will oscillate
a) When patterns are obvious, information will be converted to 

prevention
b) Thus destroying patterns
c) Value of analysis & prevention will decline allowing new 

patterns to grow
d) Until they are obvious... back to step a)

Information & Limits to Prevention

Presenter
Presentation Notes
The interplay of the DC and CP produces crime fluctuations.  Two processes give rise to these fluctuations.  The first deals with crime prevention and analysis.
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Temporal Fluctuations, continued

2.  Second reason crime will oscillate*
a) When patterns are obvious, offenders are vulnerable to 

prevention and arrest
b) This destroys patterns
c) Absence of patterns makes offending harder to prevent
d) So offenders find it easier
e) Thus creating new patterns
f) Patterns become obvious... back to step a)

* Emily’s conjecture

Information & Limits to Prevention

Presenter
Presentation Notes
The second reason has to do with offenders.
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Crime Time Series Analysis

• All temporal patterns are possible 
• They can operate at any time scale
• Multiple temporal patterns can occur 

simultaneously
• Patterns will depend on parameter settings 

of dynamic processes (unknown)

Information & Limits to Prevention

Presenter
Presentation Notes
I am a bit nervous about the possible overreach here, but right now I cannot see an obvious boundary separating the temporal patterns the theory describes and those it does not.  Need to look more carefully here.
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CONCLUSIONS
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Summary

• Two linked conjectures
– DARC describes ECP & offending -- the 

Devil’s Computer
– PARC describes the fight against the Devil’s 

Computer
• Together they explain

– All crime patterns, 
– In all dimensions, scales, and substrates
– The limits of prevention

Conclusions
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Big Lessons

• The Devil’s Computer can be destroyed, in 
theory
– “In theory, there is no difference between 

theory and practice.  In practice, there is.”   
Chuck Reid

• When destroyed, the Devil’s Computer will 
reconstruct itself
– Think “horror movie plot”

Conclusions

Presenter
Presentation Notes
At this stage, we do not know what types of fluctuations appear.  Probably all of these to varying extents.
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The End?
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