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Abstract

We are entering the mobile Internet era where people, vehicles, and hand-held devices are connected at all times.
Location becomes a piece of important information for real- time information access, on-demand service discovery and
dissemination, as well as continuous and personalized service provision. In location-aware computing, there are
conceivably two types of location privacy - personal subscriber level privacy and corporate enterprise-level privacy.
Companies need enterprise-level privacy to preserve corporate secrets and maintain competitive edge. Recently,
location privacy becomes a hot topic in a number of research communities, such as mobile computing, mobile data
management, and wireless and mobile networks. Most of the location privacy solutions try to prevent disclosure of
unauthorized location information by techniques that explicitly or implicitly control what and how location information is
given to whom and when. In this talk, | will give a brief overview of location privacy research done at Georgia Tech,
focusing on two classes of location privacy protection techniques: (1) Location protection through location
anonymization, a system capability to obfuscate the location information such that a state of a subject is not identifiable
within the anonymity set; and (2) Location protection through pseudonymity of user identities, which uses an internal
pseudonym rather than the user’s actual identity. An important challenge in protecting location privacy is to exploit the
intrinsic relationships among location privacy, location utility, and personalization and achieve a better balance among
these conflicting and yet complimentary properties in location aware computing. | will conclude the talk with a list of
open issues and technical challenges in location privacy research.
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