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Abstract:

The field of Digital Forensics faces many challenges and difficult problems. We have seen that
digital evidence may often be available for a very short period of time and involve large volumes
of data that are found locally on a single digital device or spread globally on the Internet. There is
also a trend that the criminal cases where crime scenes co-exist in both cyberspace and physical
worlds are increasing. In this talk, we will focus on the challenges and research problems in
identifying the person(s) or organized group(s) who should be responsible for those criminal
activities conducted in large-scale networked systems, such as the Internet. We will discuss the
techniques we developed in the last couple of years to enable effective network-wide attack
monitoring and attribution. At the end, we will discuss several other important research directions,
and hope to stimulate collaborations and cross-fertilization of ideas and initiate solid research
efforts in the field of digital forensics.
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